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2018 SIG Talk Schedule

March 13, 2018 Tips & Tricks If you are interested in participating
April 10, 2018 Proven Practices
May 8, 2018 Testing Tools as a SIG Talk speaker for one of our
June 12,2018 Tips & Tricks 2018 Quality and Testing topics or
July 10, 2018 Proven Practices
August 14, 2018 Tesfing Toolk want to suggest a speaker or topic,
September 11, 2018 Tips & Tricks please take a moment to answer
October 92,2018 Proven Practices
November 13, 2018 Testing Tools OUr SUIVEY. W
December 11, 2018 Tips & Tricks
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http://www.vivit-worldwide.org/link.asp?e=jill.stefan@vivit-worldwide.org&job=3171940&ymlink=185461891&finalurl=http://bit.ly/2iH38Et

Hosted By

Chris Trimper
Enterprise QA Automation Architect
Independent Health
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Today’'s Speakers

Sco’rf Moore Chris Trimper
Scott Moore Consulting Enterprise QA Automation Architect

TransaclQ Independent Health V
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Webinar Housekeeping

This “LIVE" session is
being recorded

Recordings are
available to all Vivit
members

To enlarge the
presentation screen,
Building the DevOps Tool click on the rectangle in
Chain the upper right hand
January 17, 2017

corner of the
Presentation pane

o S WORTIN I LI 54T Rli. W \

Dial-In #: VoIP or 415-926-7795 or International Numbers Conference ID: 0866-2702 User ID: 280895

LOGO/PICTURE Slide 2 of 27
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Webinar Conirol Panel

« Session Q&A:

Please type questions in the Q&A pane
and click on “Ask”

« Choose the language in which you would like to ask your

questions
® E s ) I DOeutsch
) BE English e Z Espaiiol
@ II Francaise @ ' l Itslisio
@ = Nederlandse m Portugués
O [@ T ) g Focomo
J @ Bx O B 7X@
@ n P (SER) @ :.“ =20
- O S ‘} ,
| cancel Apply
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Tweet Your Questions

#VIVITSIgTCK
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——TRANSACTIQ™

Performance Testing |oil




e |oT Overview/Introduction

* Performance Testing Challenges
« MQTT

* CoAP

* Testing Demo

* Best Practices

ENDPOINT IOT 12



 CTO

» Software Engineer Across the
Lifecycle (SEAL)

* Performance Engineering Community

—=—-TRANSACTIQ"

ENDPOINT IOT
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Network The “Thing”
(Access) ;

Network Sensor

The “World”

(Analog)

\%

*DSL

* Cable
*3G/4G

* Wi-Fi

* Ethernet
*Zig-Bee

* Blue Tooth

* Temperature
* Pressure

* Position

* Weight

* Speed

* Flow

* Humidity

* Sound

* Light

ENDPOINT IOT
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Visualization engines
Data Ane

Machine
Learning

Asset Mgt.
Data Mining

- Business Apps
- Business Model
- Data Storage / Retrieval

Data Aggregation
/ Processing

7 Session
/ Communication

Bluetooth

Dash 7 GSM
Wifi B02.11 a/b/g/n
o Zigbee CDMA

Ethernet
802.3

ocbB2 PLC
RS-232

RS-485
Modbus  wyireless

USB  SPI
RJ45

Protocol lanscape for loT

from device to business processes
Antony Passemard

v2-Feb4, 2014
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Protocol Transport

Messaging

QoS

Constraine

d Networks

Security  Sponsor

MQTT.ORG

%k .

TCP Pub/Sub 3 Levels Good TLS; SSL OASIS

uDP Rqst/Rspnse Yes: but Excellent DTLS IETF

optional
TCP P:I;J/':,S/:bu(bb None (needs Fair TLS; SSL; X“gfpaiti::f:iﬂds
. v extension) XEP-0198 &
extension) IETF
Yes,
TCP Pub/Sub . Poor TLS; SASL OASIS
sophisticated
TCP Rgst/Rspnse TCP Fair TLS; SSL IETF
Pub/Sub MQTT.ORG
uDP Rqst/Rspnse 2 Levels Good DTLS OASIS
TCP Rgst/Rspnse TCP Fair TLS IETF

ENDPOINT IOT
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Front end protocol interoperability

e Performance testing against the link layer

Testing that replicates a sensor network
* Ensuring end-to-end test coverage

ENDPOINT IOT 17






* Origin: 1999
* Transport: TCP

* Messaging: Publish/Subscribe (default), Request/Response with
careful design

* Network: IPv6/RPL
* Adaptation: 6LoOWPAN
 MAC/Physical: IEEE 802.15.4

e Security: SSL/TLS ‘ MQTT-SN runs over

UDP

ENDPOINT IOT



Publisher Subscriber Subscribed to "Topic 1"
Broker

Publisher Subscriber Subscribed to "Topic 2"

Publisher Subscriber Subscribed to "Topic 1"
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* Designed for

— high volume
— low bandwidth
— low energy

* Light footprint
* Event Oriented
* Avoids Polling

ENDPOINT IOT 21



e Origin: 2014 (IETF RFC 7252)

* Transport: UDP

* Messaging: Request/Response
* Network: IPv6/RPL

e Adaptation: 6LoWPAN
 MAC/Physical: IEEE 802.15.4

* Security: DTLS

ENDPOINT IOT



REST

N

v

Internet Constrained Environments
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* Binary

* Asynchronous transaction model
* Built-In Discovery
* RESTful - request/response, method, etc...
« “HTTP-ish”
— GET, POST, PUSH, DELETE
— URI's, MIME types, HTTP response codes

e UDP binding (DTLS) with multicast support
* Simple caching model
* Instead of a broker, it's a PROXY (converts to HTTP)

ENDPOINT IOT 24



* Malaria

« MQTT Box/Lens/Stress/Spy

e JMeter (MQTT and CoAP)

* Gatling (MQTT plugin)

 Neoload 5.3 (MQTT)

* SmartBear LoadUl NG

e HPE StormRunner (TRUAPI)

e HPE LoadRunner & Performance Center 12.55
e Copper (Firefox CoAP Plugin)

* Locust - PAHO MQTT library and Python

ENDPOINT IOT
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* Holistic approach
— Litmus between back end (HTTP) and Edge

 Understand the OSI model!

* Ensure modeling is correct
— Use a real sensor first and baseline
— Use actual broker/proxy hardware specs
— Test performance on a pristine network
— Test performance on the actual network link
— Model worst case network conditions at volume

ENDPOINT IOT 27



— TRANSACTIQ™

contact@transactiq.io

http://transactig.io
4 @transactlQ
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Chris Trimper
PERFORMANCE ANALYJSIS
SPLUNK



Topics
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...makes it simple lo collect, OﬂCﬂI/ZG and act upon the

untapped value of the big data generated by your
technology infrastructure, security systems and business
applications—giving you the insights to drive
operational performance and business results.

S>PLUNK
www.splunk.com v
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server

App

Realtime
http post
events

server

Ships logs

Web

SOA
Web Logic
‘Custom’
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SPLUNK :: Helpful Links

« http://docs.splunk.com/
« http://docs.splunk.com/Documentation/Splunk/6.6.2/Data/

« http://docs.splunk.com/Documentation/Splunk/6.6.2/Data/

« http://docs.splunk.com/Documentation/Splunk/é6.6.2/Data/WhatSplu
nkcanmonitor#

« http://docs.splunk.com/Documentation/Splunk/é6.6.2/SearchReferen
ce/

« http://docs.splunk.com/Documentation/Splunk/6.6.2/Viz/ ;{7

VIRNITT



Performance

* Project specific requests
* Daily test runs

 Handful of applications / dozens &
dozens of tests

VIRNITT



LoadRunner

* Controller
*  Analysis

server

Ships logs

Web
SOA

Web Logic
‘Custom’

Logs | Ship

VATVAT |



Making Logs from LoadRunner

Setup

1. Configure LoadRunner Analysis to use
SQLite

2. Create a default template for Analysis
3. Controller to Auto Collate Results

Execute

1. Run Controller via Batch / CLI
— Output folder & Results folder
— Invoke Analysis / build LRR

2. Using SQLite, dump results to csv using
formatted queBy Log file

3. Splunk Agent consumes log

VIRNITT



LoadRunner

Analysis Tools->Options Analysis: Tools->Templates

GptiDﬂS Analysis Summary Period: 2/9/2018 8:56:08 PM - 2/9/2018 10:09:44 PM (Eastern Standard Time
. . . 7. Apply/Edit Templ b4
General] Fesult Collection Databaze IWEI: Page Dlagnastlcs] &, ppiy/Ldt Template
rTemplates ———————— ~ DefaultTemplate1
% = X o Options | Graphs

(" Acces: 2000

ault T emplatel X
v| Use automatic granularity

Generate the fallowing automatic HTHML reporl

" SOL ServerMSDE

If\\s | Automatically save the session as: %ResultDirz\Session :|

% Automatically analyze the top problematic transactions

v Butomatically close Analysis after saving session

Server Detailz

’— Rich Reports



tskill wlrun
echo on
Set temp=%date:~4,2%%date:~7,2%%date:~10,4%%time:~0,2%%time:~3,2%%time:~6,2%

Set scen=combined integration

"C:\Program Files\Hp\LoadRunner\bin\wlrun.exe" -Run -TestPath
D:\Scenarios\%scen%.lrs -ResultName D:\Results\%scen% S%temp%\res

"C:\Program Files\Hp\LoadRunner\bin\analysisui.exe" -RESULTPATH
D:\Results\%scen% Stemp%\resl\resl.lrr

d:

cd sglite

sglite3.exe Session.db < splunkcommands integration
rename d:\splunk\splunk.log lr splunk %temp%.log

copy D:\Results\%scen% Stemp%\resl\Session\Session.db D:\sqglite\Session.db /Y

Batch File — Kick of the Process

VATVAT |



.mode list
.headers off

.once D:/splunk/splunk.log
.read SplunkLogQuery Integration.sqgl

SQLite ‘Batch’

\v4
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SELECT

strftime ('%Y-%m-%d $H:%M:%f', lr times.LR Start Seconds + (e.[End Time] - e.Value), 'unixepoch') [| ' ' []|
"ApplicationName=" || '"' || upper (substr(s.[Script Name], 1, Instr(s.[Script Name], ' ') - 1)) [ "™ " ||
"Environment=" [| """ || "IT" [| '™ ' []

"ScriptName=" || '"' || s.[Script Name] || '"" ' ||

"TransactionName=" || '"' || m.[Event Name] []| '" ' ||

"TransactionStatus=" || '""' ||
"TransactionStartTime=" || '"' ||
'unixepoch') [ "™ ' ||

t.[Transaction End Status] ||
strftime ('%Y-%m-%d $SH:$M:%f',

LRI ] |‘

lr times.LR Start Seconds +

"TransactionEndTime=" || '"' || strftime('3%Y-%m-%d %$H:%M:%f', lr times.LR Start Seconds + e.[End Time],
ol

"ResponseTime=" || '"' || e.Value || """ ' ||

"VirtualUserID=" || '"' || v.VuserID || """ ' ||

"LoadGenerator=" || '""'" || h.[Host Name] || '""' as SplunkLogString

FROM event meter e,

event map m,
TransactionEndStatus t,

Script s,
VuserId v,
Host h,

(
select datetime (r.[Start Time] - r.[Time Zone], 'unixepoch') as StartTime,
datetime (r.[Result End Time] - r.[Time Zone], 'unixepoch') as EndTime,
r.[Start Time] - r.[Time Zone] as LR _Start Seconds

from Result r

) 1lr times

WHERE e.[Event ID] = m.[Event ID]
and e.Statusl = t.Statusl

and e.[Script ID] = s.[Script ID]
and e.[Vuser ID] = v.[Vuser ID]

and e.[Host ID] = h.[Host ID]

order by lr times.LR Start Seconds +

(e.[End Time] - e.Value);

(e.[End Time]

- e.Value),

'unixepoch') || '"

SQLite Query




2017-07-11 22:04:49.400 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_getCountOfFailedCVCsForUser_1" TransactionName="Action_Transaction"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.400" TransactionEndTime="2017-07-11 22:04:49.410" ResponseTime="0.0096428394317627"
VirtualUserID="Vuser4" LoadGenerator="d01qcaplrg04"

2017-07-11 22:04:49.400 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_getCountOfFailedCVCsForUser_1" TransactionName="he_soa_getCountOfFailedCVCsForUser"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.400" TransactionEndTime="2017-07-11 22:04:49.410" ResponseTime="0.0095667839050293"
VirtualUserID="Vuser4" LoadGenerator="d01qcaplrg04"

2017-07-11 22:04:49.477 ApplicationName="HR" Environment="UAT" ScriptName="hr_opensingleclaimfromworkbasket_1" TransactionName="hr_3_openclaimforedit"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.477" TransactionEndTime="2017-07-11 22:04:51.936" ResponseTime="2.45911598205566" VirtualUserID="Vuser4"
LoadGenerator="d01qcaplrg01"

2017-07-11 22:04:49.499 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_findProviderTaxonomy" TransactionName="he_soa_findProviderTaxonomy"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.499" TransactionEndTime="2017-07-11 22:04:49.764" ResponseTime="0.265201091766357" VirtualUserID="Vuser2"
LoadGenerator="d01qcaplrg03"

2017-07-11 22:04:49.499 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_findProviderTaxonomy" TransactionName="Action_Transaction" TransactionStatus="Pass"
TransactionStartTime="2017-07-11 22:04:49.499" TransactionEndTime="2017-07-11 22:04:49.764" ResponseTime="0.265201091766357" VirtualUser|D="Vuser2"
LoadGenerator="d01qcaplrg03"

2017-07-11 22:04:49.594 ApplicationName="IHWEB2" Environment="UAT" ScriptName="ihweb2_loadpdf_fromproductpage.1" TransactionName="I[HWeb2_LoadPDF_FromProductPage"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.594" TransactionEndTime="2017-07-11 22:04:49.865" ResponseTime="0.271103858947754" VirtualUserID="Vuser2"
LoadGenerator="d01qcaplrg03"

2017-07-11 22:04:49.594 ApplicationName="IHWEB2" Environment="UAT" ScriptName="ihweb2_loadpdf_fromproductpage.1"
TransactionName="IHWeb2_Load_Evolve_PDF_From_LargeGroupPlans/Evolve.aspx_Page" TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.594"
TransactionEndTime="2017-07-11 22:04:49.865" ResponseTime="0.271066188812256" VirtualUserID="Vuser2" LoadGenerator="d01qcaplrg03"

2017-07-11 22:04:49.683 ApplicationName="HR" Environment="UAT" ScriptName="hr_createsubscription_1" TransactionName="hr_3_clickaddmember" TransactionStatus="Pass"
TransactionStartTime="2017-07-11 22:04:49.683" TransactionEndTime="2017-07-11 22:04:49.797" ResponseTime="0.114021301269531" VirtualUserID="Vuser2"
LoadGenerator="d01qcaplrg02"

2017-07-11 22:04:49.729 ApplicationName="HR" Environment="UAT" ScriptName="hr_openclaimforedit_preview_1" TransactionName="hr_closeclaim" TransactionStatus="Pass"
TransactionStartTime="2017-07-11 22:04:49.729" TransactionEndTime="2017-07-11 22:04:50.313" ResponseTime="0.584069967269897" VirtualUser|D="Vuser5"
LoadGenerator="d01qcaplrg01"

2017-07-11 22:04:49.823 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_getMultipleHRLStrings" TransactionName="he_soa_getMultipleHRLStrings"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.823" TransactionEndTime="2017-07-11 22:04:49.842" ResponseTime="0.0187625885009766"
VirtualUserID="Vuser4" LoadGenerator="d01qcaplrg01"

2017-07-11 22:04:49.916 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_getCountOfFailedCVCsForUser_1" TransactionName="Action_Transaction"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.916" TransactionEndTime="2017-07-11 22:04:49.927" ResponseTime="0.0109386444091797"
VirtualUserlD="Vuser4" LoadGenerator="d01qcaplrg04"

2017-07-11 22:04:49.916 ApplicationName="HE" Environment="UAT" ScriptName="he_soa_getCountOfFailedCVCsForUser_1" TransactionName="he_soa_getCountOfFailedCVCsForUser"
TransactionStatus="Pass" TransactionStartTime="2017-07-11 22:04:49.916" TransactionEndTime="2017-07-11 22:04:49.927" ResponseTime="0.0108397006988525"
VirtualUserID="Vuser4" LoadGenerator="d01qcaplrg04"

Log File Sample




Performance data format

« Scenario / script / fransaction

« Sub-transaction

* TIMmings

o Status

 Meta data \ w4
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Log Event Breakdown

2017-06-19 22:04:12.092
ApplicationName="IHWEB2"

Environment="UAT"

ScriptName="IHWeb2 EmployerLogin"
TransactionName="IHWeb2 EmployerLogin"
TransactionStatus="Pass"
TransactionStartTime="2017-06-19 22:04:12.092"
TransactionEndTime="2017-06-19 22:04:12.741"
ResponseTime="0.649106025695801"
VirtualUserID="Vuserl"

LoadGenerator="d0lgcaplrg01l"

VIRNITT



i | Time Event

Type
Selected

Event

Time &

Event Actions

SESES LSS ES S [S

Field

ApplicationMame
ResponseTime
ScriptName
TransactionMame
host «

SOUrCe v

SOUrcetype v
Environment ~
LoadGenerator
TransactionEndTime
TransactionStartTime
TransactionStatus
ViralUserlD
eventtype

index v

linecount ~
splunk_server ~

_time ~

Value

SIEBEL
0.038081169128418

siebel_changeaddress_hr_1

siebel_logout
DOTQCAPLRCO2

DAsplunk\r_splunk_combined_uat_07132017 log

loadrunner

UAT

d01gcaplrg02
201707-13 22:08:35.650
201707-13 22:08:35.612
Pass

Yuser2

nix-allHogs

perftest

1

d0Tmsplkidx02.independenthealth.com
201707-13T22:08:35.612-04:00

~ | TA3NT 2017-07-13 22:08:35.612 ApplicationName="5IEEBEL" Environment="UAT" ScriptMame="siebel_changeaddress_h
10:08:35612PM 2" TransactionEndTime="2017-07-13 22:08:35.650" ResponseTime="0_038081169128418" VirtualUserID="Vuser

Actions

L

0 0 0L L €L L ¢




Pre-reqs for Splunk’ifying Data

1.Splunk

2.Known index / source

3.Data size

4.Desired retention

5.Delivery method

6.Desired data elements / content
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Demo

LOOKING AT SPLUNK
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DASFABOARDS FOR VISUALIZATION
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Trends with Max Peaks

Untitled
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Transaction Study with Sub-Transactions

Transaction Name

Transaction Study by ApN

Still in BETA - report issues to Trimper

Edit v | Morelnfo v LB

Application

Environment

Time Renge:
IHWEB2 ol UAT olr 1HWeb2_MemberRegistra.. @ | v from Jul 3through Jul 7,2017 v m

b
Average Response Standard Devi

10 20
5 - - : -
o - " . N e - " . .
EH ] EH EH : EH H E EH 3
H £ H £ £ H E L £ =
_ime _ime

M HWeb2_MemberRegistration_Medical M 1HWeb2_MemberRegistration_Medical
Sub-Transaction Breakdown (avg)

Sub-Transaction Breakdown (stdev)
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8

s

o - vv © ~ o - w © ~
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Upcoming Vivit Webinars

February 14, 2018

How to Build an Efficient Security Operation Center with the ArcSight SIEM
7:00 - 8:00 AM PDT (Los Angeles), 10:00 - 11:00 AM EDT (New York), 16:00 - 17:00 CET (Frankfurt)
http://www.vivit-worldwide.org/events/EventDetails.aspx2id=1057043

February 28, 2018

Unlock your ALM Investment — Micro Focus ALM and ALM Octane
9:00 - 10:00 AM PST (Los Angeles), 12:00 PM - 1:00 PM EST (New York), 18:00 - 19:00 CET (Frankfurt)
hitp://www.vivit-worldwide.org/events/EventDetails.aspx2id=1071812
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http://www.vivit-worldwide.org/events/EventDetails.aspx?id=1057043
http://www.vivit-worldwide.org/events/EventDetails.aspx?id=1071812

Thank You

+ Please complete the short survey
* For more information, go to:
WWW.ViVit-worldwide.org
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http://www.hpe.com/
http://www.vivit-worldwide.org/
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