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House Keeping

« This “LIVE" session is being recorded
Recordings are available to all Vivit members

» Session Q&A:
Please type questions in the Questions Pane
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‘ What is Monitoring as Code

\

‘ How Monitoring as Code fits into DevOps
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How Micro Focus ITOM products implement
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D What is Monitoring as Code



Definition: Monitoring as code
A shift left activity

IT in a nutshell

= Someone develops Bits

= Someone else runs the Bits
Monitoring

= To make the bits run stable you
monitor what goes on

Monitoring as Code

= Who ever makes the Bits, also
define how to monitoring

= Preferably as monitoring Bits




How Monitoring as Code
fits into DevOps



Definition of DevOps

DevOps is a set of practices that
combines software development
(Dev) and IT operations (Ops).

- Wikipedia
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Definition of DevOps

DevOps is a set of practices that
combines software development
(Dev) and IT operations (Ops).

- Wikipedia

DevOps is a cover for Development
to take over the world

- Lars Rossen



Definition of DevOps

DevOps is a set of practices that
combines software development
(Dev) and IT operations (Ops).

- Wikipedia

DevOps is a cover for Development
to take over the world
- Lars Rossen
Q

Unfortunately, Dev do not understand
Operations at enterprise scale
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Tool and methods:

Developers cannot even agree across teams

IDE SCCM Continuous
Integration (Cl) Testing
Product Team 1 pq (TE Team @ @5;’
-
<
Product Team 2 % eCIIpse OGitHuh Enterprise @ E
g
Product Team 3 E] ‘Q“' @
StarTeam /jll ter”
Product Team 4 < eclipse @ Bitbucket @ / Meter-
Product Team 5 E] T . E 0
TeamCity

DEV

Continuous

Agile

Management

Agile Manager

ALM

QOctane

VERSIONONE

NJIRA

RALLY

Quality
Management

Quality Center

ALM
QOctane

& BUGZILLA&Testopia

k2 Bugzilla

@Bugzilla
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Tool and methods:
So what happens if each team is defining monitoring

Product Team 1

Product Team 2

Product Team 3

Product Team 4

Product Team 5

IDE SCCM
be] T: Team
— ecllpse ) GitHubEnterprise
. "‘t;
El K
StarTeam

< eclipse @ Bitbucket

&) &

Continuous Continuous
Integration (Cl) Testing
o
5]
- Bl=
&
@ =
/ )Meter
@

 (C a&

TeamCity

DEV

Agile Quality
Management Management

Agile Manager Quality Center

ALM ALM
Qyctane Qyctane

& BUGZILLA&Testopia

k2 Bugzilla

VERSIONONE

NJIRA

RALLY

@Bugzilla

Config

SMAX

o GitHub Enterprise

Word

SMAX

HCM

Monitoring

APM

%o
@

SiS
{) APPDYNAMICS
part of Cisco

OPS

Incident

SMAX

ALM

QOyctane

?

@Bugzilla
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Driving Digital Transformation AR A D

with one unifying architecture The Factory of the
Digital Enterprise

Plan Build Deliver Run
(Strategy to Portfolio) (Requirement to Deploy) (Request to Fulfill) (Detect to Correct)

Portfolio Development Quality Consumption Support
Lifecycle

g
i1 Fulfillment

Design

ptimization

Mainframe In-house Private cloud SaaS AWS Azure Other



Define the functional components of the standardized Factory

Plan Build Deliver Run
(Strategy to Portfolio) (Requirement to Deploy) (Request to Fulfill) (Detect to Correct)

Portfolio Development Lifecycle Quality Consumption Support

: Service Management Service Management
AUTEHETEN 1 Automation Automation

Project &
Portfolio ALM Storm Runner NetlQ

Management Octane Security: Fortify

Mobile Center Hybrid Cloud Operations
Management Bridge

Release
Control Network _
Operations ArcSight
AMC AMC Management

Release Fulfillment Assurance

Data Center

Governance and Compliance Voltage Automation

Digital Safe Control Point

A m > @ O O O

Mainframe In-house Private cloud Saa$ AWS Azure Other
Traditional




Define the Value flow and integrations for Enterprise DevOps

Optimize >> Build >> Deliver >> Run >
Requirement to Deplo Request to Fulfill Detect to Correct
o Value Streams " Jiisg ploy) (Reg ) ( )
(ﬁgver
Align demand streams with  ment Quality Consumption Support

business strategy, and
optimize processes and
governance to deliver value

Continuous Feedback

& Accelerate
Deploy Delivery

Release,

Increase
wmn + - Service Reliability

Deliver changes into
production or the hands of
users quickly, safely and in a
reliable manner

Visualize, analyze and maintain
IT health, and build feedback
loops to improve the user

experience
Build Release

- Continuous
ey Quality and Security Governance and Compliance

Test early and often to correct

defects, risks and architectural

issues continuously and with full | | [ | |
=
Mainframe In-house Private cloud Saa$ AWS Azure Other

Traditional



Dev Team

Operations Team

> Plan >>
(Stratdiey to Portfolio)

(Re

Development
Lifecycle

Development should not only deliver
binaries and install scripts as part of the
Service Release. It should also deliver
templates for the running Service

models as well as configuration of
monitors and Runbooks for the identified
operations issues

Development should treat Operations
as a business partner and develop
user stories on monitoring that align
with the needs of operations

Run
(Detect to Correct)

Support

Continuous Feedback

Service Management
Automation

Fulfillment Assurance

Hybrid Cloud Operations
Management Bridge

Release
Continuous Deployment

meeeeees  Standardize Monitoring and managementin a

C

Maintrame n-house
Traditional

Priv

Operations should develop services that

consistent and easy to consume way. This

should be made available in the service ) @

catalogue as an orderable service with well Azure Other
defined API’s for configuration




Monitoring as code

A

Define Monitoring The Factory of the Digital Enterprise
requirements with Dev >

Plan Build Deliver Run
(Strategy to Portfolio) (Requirement to Deploy) (Request to Fulfill) (Detect to Correct)

Portfolio Development Quality Consumption Support
Lifecycle

Create a common
framework for defining
Monitoring

Fulfillment Assurance

Design

Create a common basis
(factory) for Monitoring

Mainframe In-house Private cloud Saa$ AWS Azure Other
Traditional



I:I Micro Focus Tools:
Overview and Setup



Basic Process Flow

Setup

monitors
App sends Agent consumes OpsBridge displays
monitoring data data data

Data instance




Micro Focus Tools:
Administrative Tasks



Dev Lead and HCMX Service Designer

Single design automates the fulfillment of a wide variety of requests

£ Sequenced Designs HYBRID CLOUD MANAGEMENT ﬁCnmem Store @ admin 8

E2  Multi Tier Hybrid Cloud Service (1.1)

OVERVIEW DESIGNER SUBSCRIBER OPTIONS SERVICE OFFERINGS UPGRADABILITY DEPLOYMENTS

=
ade Server in HPE CSA
((.r'\_,l "%"
;&2 Apache Tomcat ‘Lo-‘\"

Microsoft Azure o o L S G sub_credentials_user
Apache Web Server R Service
L)

Docker Container

HPE CSA (Cl Type based) v E= Azure Server

View References

L] L]
Azure Infrastructure
Monltormg

{® F5BIG-IPLTM subnetName

{8 1IS Web Server This list contains no values IF S et u p

+
; s — X e '
é Infrastructure Service View References
<

Server Group

o]
y

Installed Software virtualNetworkName

This list contains no values I
i#= JBoss Application Server Azure LB Azure Database Group Azure Server Group Storage Group
ey
©

il
ol

1}
dii

D(‘g’ Load balancer software View References

Child
Microsoft SQL Server VM Name

. vmware server
wa MySQL database

View References

dii «a—

il
il

1;3 Network Connection

Database Azure Server

Storage
Search Q o & Q SAVE  RESET

Saved




User options

-+ New field

Price Display name
Rules v vCenter Compute Flex Options
Task Plan /SN

Server Count
Default values

v Deployment Configurations

Discussions > Monitoring

History > Instance Type



@ — Workflow Designer

Projects
-
Filter the free
Dependencies
LB
Filter the tree
) snapshots
» tags
volumes
& deploy_instance
& reboot_instance
& start_instance
& stop_instance
& undeploy_instance
B3 Configuration
020 sCM

HYBRID CLOUD MANAGEMENT

e Content Store

®

EG T 8

£

®
Q

= @
—SUCCESS—» & o -
Q

check _instance_state

M_Tmm |

FAILURE
|
[ \
v S
[,
FAILURE '@‘ <
‘terminate_instances
SUCCESS
FAILURE
A 4 5 4
e
A
< —
FAILURE
Default Failure ® A

FAILURE

SUCCESS-—p» @.

X

credte_tags

describe_instances

SUCCESS

—» @0

FAILURE »

©

search_and_replace

SUCCESS

1] @ Q@ —success—

parse_ip_address

FAILURE

SUCCESS

E o ©

> run_instances D

endpoint

[C] ‘httpsi/ec2.amazonaws.com’

headers

&% headers
query_params

&% Qquery_params
version

[€] 2016-04-01
delimiter

(o 8
availability_zone
&% availability_zone
host_id

&% host_id

* image_id

2. imace id
Inputs

¢ o

)
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Outputs
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Create Catalogue Entry for Deploying Application

Wide coverage: private and public cloud (AWS, Azure, GCP); virtual machines and bare metal servers

CFsets | @ HYBRID CLOUD MANAGEMENT | = SERVICE CATALOG MANAGEMENT CATALOG CATEGORIES SERVICE DEFI... OFFERINGS FULFILLMERY -8 (&) | €F Admin, Cloud | +
Offering (9) + Add~
New Aggregated Offering Cloud Service Automation

Enter text for filtering

o Select services from a provider Edit the display label of offering
Providers DnD All Active Inactive All ~
DD Tag Search WordPress Application Service - Powered by A...
Al o o IT Service Offering

MSSQL DB Server - Powered by vCenter - De...

i vCenter Compute - Deploy VM from Template -

h o i 1810 | CSA ) IT Service Offering

Deploys simple compute server from vCenter templates.

. MySQL - Powered by Microsoft Azure - Demo

@@l  ™MSSQL DB Server - [ Powered by vCenter ] MyS @ IT Service Offering
[ 1 ] 10.0 | DEMO Designs

Deploys Microsoft SQL Database Server from vCenter femplates.

IT Service Offering

-- MSSQL DB Server - Powered by vCenter - Demo
L] | 2.0.0 | DEMO Designs

Deploys Microsoft SQL Database Server from vCenter templates.

?\ MySQL - [ Powered by Microsoft Azure ]
= 100 | DEMO Designs

This service design deploys MySQL on Microsoft Azure public cloud 1-4 of 9 items >



Associated Tasks

OBM

= OBM service discovery and monitoring policy

BPM

= Dev/Test writes/records BPM script and configuration

= Script is activated with API via APM

RUM

= Create XML configuration — upload to APM

XML




Micro Focus Tools:
Request Service



Catalog of Services

SERVICE PORTAL +

z Admin, Cloud

=9 Your requests

\Search in Hybric’f Cloud_ Hybrid Cloud v Q

HYBRID CLOUD

This category contains private and public cloud compute, storage, network, soffware and application offering

Y All Subcategories

FEATURED OFFERINGS Sort by: Popularity v

O Activate mobile app

RECENT OFFERINGS

MSSQL DB Server - [ Powered by
vCenter]-2.0.0

APRIL 12 2020

MySQL - Powered by Microsoft
Azure - Demo

APRIL 12 2020

RECOMMENDED @
\ MySQL - Powered by Microsoft Azure - Demo

Deploys Microsoft SQL Database Server from vCenter templates.

$1971.67 + $1631.67 [ yr

My 5 (CLOUD SERVICE AUTOMATION) WordPress Application Service -
This service design deploys MySQL on Microsoft Azure public cloud [ Powered by AWS ] - 1.0.0
$218751 + $188751/ yr APRIL 122020
MySQL - [ Powered by Microsoft
o s RECOMMENDED @ Azure]-10.0
WordPress Application Service - Powered by AWS - Demo &
(CLOUD SERVICE AUTOMATION) APRIL 122020
WordPress Application Service
$ 176596 + $ 87696 / yr
am  MSSQL DB Server - [ Powered by vCenter ] - 2.0.0 QUESTIONS
o] ) (CLOUD SERVICE AUTOMATION)

z Do I really need to install Afaria?




SERVICE PORTAL

WordPress Application Service - Powered by AWS - Test U

Almost done.

Please help us with these additional details:

WordPress Application Service

=T AL

Business justification *

B I U A- [A 3=

WordPress

{
Format - @ E g E] o8 @ |

L |

Preferred contact method

Y ANWE
SLF ]
drddary

Email X

Start date s iy

End date

Subscription name

Subscription description




CLOUD SERVICE PORTAL

Set monitoring
parameters

Instance Configuration

Resource Provider
Amazon AWS bt
AWS Region =
us-west-2
nage ID (AMI) & L}

ami-7d42201d

t2.micro

Platform Type




Confirming Your Request

Subject: Herquest 22730 successfully created.

Service Management Automation

Thank you, Pradeep Kumar

Request 22730: MySQL — Powered by AWS was successfully created

Sent automatically from Service Management Automation. Please do not reply directly o this email



Solution Provided

Subject: Pradeep Kumar , here"s a solution for your request 22730.

Service Management Automation

Hi Pradeep Kumar

A solution has been provided to your request:

Request 22730: MySQL — Powered by AWS

Request solution

Your service has been provisioned successfully. To view the details, go to the "Services and Assets"
page to find your subscription.

m Add comments

Sent automatically from Service Management Automation. Please do not reply directly to this email.



Service Request and Subscription Management

Intuitive and simple service request and management processes

SERVICE PORTAL v

Manage subscription
to modify or cancel
the provisioned
resources

16994 | IT SERVICE REQUEST

Request: WordPress Application
AWS 1-100

z' Admin, Cloud (3 minutes ago)

and assets

WordPress testing

View full details ~

SUBSCRIPTION

WORDPRESS APPLICATION SERVICE

A solution was provided below

Do you want to accept this solution? Stafus Owner | RGOS
2 : i
Active & Admin, Cloud ‘ [ ) v
@ Subscription will expire soon. Modify subscription

®

Cancel subscription

v Subscription details Manage service instance

- - Display label WordPress Application Service
User confirmation -
. Subscription status ctive
upon service request e .
Start date April 12 2020 12:00:00 AM

completion

End date April 13 2020 12:00:00 AM




Micro Focus Tools:
Behind the scene



Operations Orchestration Does the Work

HCMX/00 Triggers OBM

to discover
app

OBM start

deploys

... monitorin
application 8

Discovered
app entered
into RtSM




For Data to Display to Remediation

Application
sends data to Ops Agent

OpsBridge

P DE]
Gy rocesses Data

Report issue to
OO0 Automated P
oom = .. ITSM to Dev
o Remediation
L | backlog
| /\@ EBHm t 1

Push to Chat

forinstance:
System wide
e forinst
forinsta kel
e forins o -
for . o
e forins s o F
B He o i
- anne
e fornstar o
. - oma ,

Operations team monitors 24/7 — Dev has access on-demand



ﬁ', OPERATIONS BRIDGE MANAGER WORKSPACES  ADMINISTRATION  Q : & Batman

Workspaces / My Workspace

Performance Perspective X Event Perspective X SAP_Demo_2 * Select Page x G E’f T_-'l E &
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§ 'O Last Updaie: 1432009 07:15:23 AM PERFORMANCE DASHEOARDS bl | I'_‘|-I ;-||Ic
Systems_Infrastructure = Cloud Infrastructure - B = Sysiem QverdewStaia-condpreoy w | [ o Lost updated at 6:00:15 AM #* O
Sev Prio C N I A U D State  Time Received | Title
~ = 02:50:13 am Metwork performance for instance: ~
: O System Wide CPU and Memory Usage
A = O 02:50:13 am Metwork performance for instance: |
& = (O 02:35:30am MNetwork performance for instance:
& i= O 02:35:30 am Metwork performance for instance::
o = (O 02:35:30am Network performance for instance:
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< = O 12:09:21am Network performance for instance: g
<& = O  12:09:21am MNetwork performance for instance: g
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*
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SERVICE ASSURANCE

INFRASTRUCTURE EXECUTIVE SUMMARY

INVENTORY

5040

OPERATIONS AGENT
MANAGED NODES

750

SITESCOPE
MANAGED NODES

70000
NETWORK NODES

130000

NETWORK
NTERFACES

240
APPLICATIONS

AVAILABILITY

A

System node
availability

MNetwork node
availability

Application
avalability

LEAST AVAILABLE SYSTEM NODES (TOP 5)

nodel

srvell

send2?

systd]
sysl15

AVAILABILITY (%)

935

94.8
95.3

955
96.5

LEAST AVAILABLE NETWORK NODES (TOP 5)

AVAILABILITY (%)

943
945
948
96.3
96.5

LEAST AVAILABLE APPLICATIONS (TOP 5)

APPLICATION

msappd
vbapp2
abappt
msappl

msapp3

AVAILABILITY (%)

911
918
923
97.5
98.4

m<20%
m 20%- 60%
m 60% - 90%

m =00%

PERFORMANCE

SYSTEM PERFORMANCE

CPU ————

Utilization % 2620

hosts below 10%

hermony
Utilization % 2840
hosts below 10%
Filesystemn —
LUitilization % 2500
hosts below 10%
NETWORK PERFORMAMNCE
CPU Wtilization % Memory Utilization %

CY Y O
\_ e \ S \_J ws

W <30% W 30%-T0% W >70%

APPLICATION PERFORMANCE

DirectPayPortal

.|
1420
hosts sbove 90%

1200
hosts sbove 90%

2230
hosts ebove 90%

Buffer Utilization %

Mo data

A2 380

Impacted locations

ITOMDocPortal

32 350

Impacted locations

ADS

14 180

Impacted locations

Screen layout may change based on version
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Using Operations Agent to Collect Data

Data
APl Type Summarization Type How to choose an APl Type
Type
Use the Counter metrics to submit a cumulative
Gives the last value of the count of activity, such as CPU times, physical 10s,
AddCounter Integer
summarized interval. paging, network packet counts and the like, to the
datastore.
Use the Gauge metrics to submit an instant value
Gives the average of all values in Integer, at the time of the observation, such as the run
AddGauge
the summarization interval. Real queue, number of users, file system space
utilization and the like, to the datastore.
Gives the data that does not
change frequently. No
summarization is applicable. I Use the Attribute metrics to submit static
nteger,
definitions or value such as the 0S name, version,
AddAttribute | History of Attribute data is not Real,
release, physical memory, CPU clock speed and
saved in the datastore. Whenever | String
the like, to the datastore.
an Attribute is changed, itis
replaced in the datastore.
Gives the last value of the Use the String metrics to submit string values that
AddString String
summarization interval. change often.

https://docs.microfocus.com/itom/Operations_Agent:12.06/AP1/Submit_API



Monitoring as code: The Micro Focus way

A

4 )

Development output: The Factory of the Digital Enterprise
Service Models & OO scripts |

Plan Build Deliver Run
(Strategy to Portfolio) (Requirement to Deploy) (Request to Fulfill) (Detect to Correct)

Portfolio Development Quality Consumption Support
Lifecycle

Common Framework:
HCMX

Fulfillment Assurance

Design

Common target: OpsBridge




Where to Find Out More

Article: How to do monitoring as code the DevOps way

= Blog: How Operations Bridge and hybrid IT tools do monitoring as code

= Blog: Easily collect custom metrics using Perl and visualize in OBM

= Web page: Hybrid Cloud Management X web page

= Web page: Operations Bridge web page

= Web page: Operations Orchestration web page

= Docs: Agent APl doc page



https://techbeacon.com/enterprise-it/how-do-monitoring-code-devops-way
https://community.microfocus.com/t5/IT-Operations-Management-Blog/How-Operations-Bridge-and-hybrid-IT-tools-do-monitoring-as-code/ba-p/2796950
https://community.microfocus.com/t5/IT-Operations-Management-Blog/Easily-collect-custom-metrics-using-Perl-and-visualize-in-OBM/ba-p/1675463
https://www.microfocus.com/en-us/products/hybrid-cloud-management-x/overview
https://www.microfocus.com/en-us/products/operations-bridge-suite/overview
https://www.microfocus.com/en-us/products/operations-orchestration-it-process-automation/overview
https://docs.microfocus.com/itom/Operations_Agent:12.06/API/Submit_API

Questions & Answers

Please type your questions in the questions pane.
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Upcoming Events

VIVIT:

Tuesday, September 22, 2020

Vivit Florida User Group Virtual Lunch & Learn: Making ALM Your Own with Workflow
Customization

12:00 - 1:00 PM EDT

https://www.vivit-worldwide.org/events/EventDetails.aspx<cid=1409489 &group=

Micro Focus:
Operations Bridge Events:
https://community.microfocus.com/t5/Operations-Bridge/ct-p/Ops Bdg

VA VAT


https://www.vivit-worldwide.org/events/EventDetails.aspx?id=1409489&group=
https://community.microfocus.com/t5/Operations-Bridge/ct-p/Ops_Bdg

Thank you

« Complete the short survey so your Vivit leaders can better
serve you in the future

hitps://www.vivit-worldwide.org/
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